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Introduction to process safety

Process safety is
defined* as the
prevention and 40 AL _
mitigation of LNV T
process-related D AMNAZ24[0 13 Eesa80,
injuries and
damage arising
from process
incidents involving
fire, explosion and
toxic release

MAJOR ACCIDENTS: FIRES, EXPLOSION, TOXIC DISPERSIONS

* https://www.journals.elsevier.com/journal-of-loss-prevention-in-the-process-industries




The bow-tie approach to cascading events

Secondary Events
Unintentional threats due to Target failure

Process upsets, human error, transport incidents

Loss of
containment

Explosion

Spill of
chemicals

~ \__
Cause n Toxic Disp.

Cause 2

Prevention

Mitigation




The bow-tie approach to cascading events

Secondary Events
Unintentional natural threats due to Target failure

Flooding, lightening, hurracane, etc.

m_ \ I -
Loss of
containment
Explosion
Cause 2 Spill of
chemicals
- / | |
Toxic Disp.
Prevention
NaTech Mitigation




The bow-tie approach to cascading events

DELIBERATE ATTACK Secondary Events
due to Target failure

Attack

scenariol [ \ /_ B Fire

‘ f'

111

5

- csiliERER:

scAetnt:fil; o larget Explosion France attack: Man decapitated at factory
affected near Lyon

@ 26 June 2015 | Europe

«The attackers intended to
blow up the facility»

Attack 7 \_— _
scenarion Toxic Disp.

Security countermeasures

Tank fire at
LyondellBasell
refinery, near
Marseille

Safety barriers (post
release action)




Theme 1: risk assessment of industrial scenarios

Advanced tools (probabilistic) for DOMINO EFFECT

Risk matrix

Graph Theory

.

Prevenzione e

Graph Metrics
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Agent based modelling Bayesian networks
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Application to
Jixed installations and transport

systems
LY

Food industry???

Contact person: Dr. Federica Ovidi

LO4 - JET FIRE
P= 3 barg
D=3"

Meteo 2F

Example: risk assessment
of LNG ships access to
Venice harbour area




Theme 1.1: Risk Matrix aspiiion o mansport systems iy

Risk assessment (3\ ) -
1. Characterisation of the system fi= FxPxP,; 07 “ship © Troute
2. Identification of hazards Fo=1.4x10
3. Frequency evaluation P., =0.025; 10 mm hole  ev/(y vessel km)
. _ .97
4. Consequence evaluation P.,=0.0012; 3" hole
— Purple Book
(1 ) Item Units | ShipA | Ship B P., = 0.5; immediate ignition
Reference | - Wartsila | ENI fleet " ) . .
Capacity |m? | 30,000 | 65,000 P., =0.1; delayed ignition
Length m 170 216 In?m-infliate FJei::;,led FJas\IJ'lgéref
” Breadth m 29.5 34 enen enen
E Draught m 8 9.5 — Pea »  Pool Fire / letFire
= LiQuUID
G Loc l1e,, P _Ps
two-phase — 0 7 "/ * Flash Fire
outflow 1-P, 5 X e
1-P,; o ‘
Intensity Radii for La.te Pool Fire
4 — Category 2/ 5 kW/m2 P
© — Category 2/F 125 kW/m2 //\
Phast 8.1
l ~ p= a:m
10 mm Line Volume “ 1 o o F / r “’;’ﬂm
3 Line Volume DNV-GL ° ‘ /
O SEERa7
Mitigated Unmit.
10 mm 1 min 30 min N Nl
37 1 min 30 min




Theme 1.1: Risk Matrix amiication o transportsystems iy

Risk assessment

Buffer zone

1. Characterisation of the system Risk register
2. Identiiation of hazards BTG
3. Frequency evaluation Liquid piping
Consequence evaluation system ,
BOG piping 02 Jet Fire 2 2
Steam piping 03 Flash 1 3 |
. Risk recomposition manifold Fire S
Liquid piping 04 JetFire 1 4 i
Likelihood (F) Qualltatlve Ratlng system LO4 - JET FIRE
f, <100y Practically non-credible . . P=3 barg
106<f <104yt Rare Risk matrix D=3
1074 < fl <103 y1 Unlikely Consequences Annual Frequency Meteo 2F
10'3 < -fi < 10‘1 y‘l Credible % nilnﬂ-?rl:::‘tl)slle Rare Unlikely Credible Probable F&;l:[ﬂ:’lt "
> occurrence occurrence occurrence occurrence
10'<fi<1y? Probable i Effect
f;>21y? Likely/Frequent R ——

Severity (M) Qualitative Rating o
2 eCts 1! ema o the
Iy < 1M Slight effect source (ship)

1m=sr,,;<dy Effects internal Effects extemal to the High risk level

3 |source (ship) & no

dy<r,,<dy Effects external peretion with e
dU STy <dp Damages to units 4 |Qumages oother wits

S [Multiple fatalities E—

CHEMICAL CARRIERS?



Theme 1.2: Graph Theory  wiiion o masporesystems Gl

Risk assessment :
Characterisation of the system @ RS
Identification of hazards
Frequency evaluation

Consequence evaluation e

@

5. Risk recomposition

* Transportation system
 Other industrial plants

» Populated areas

Physical consequences following an
accidental scenario:

« Heat radiation

* Overpressure

« Toxic concentration .




Theme 1.2: Graph Theory Awiiation to transport systems “omoey

Risk assessment

1. Characterisation of the system
2. Identification of hazards

3. Frequency evaluation

4. Consequence evaluation

Closeness out Strength out
6.28E-02 1.00€-02
. Risk recomposition 00
Graph 6.97E-02 B.O0E-03
0 o 7.00E-03
) Metrics 6.26E-02 6.00-03
6.26E-02 5.00E-03
[ CLOSENESS ] Ce—out (D) = d 6.25E-02 4.00€-03
Z] ij 25602 3.006-03
measures the node centrality and relies 624002 o .

on the length of the paths from a node 62402 0.00€+00

to all other nodes "A =E =B =mC =D *8 sC =D

D e out Betweenness
d . 1.00E-03 eg re 2.00E-04
BETWEENNESS N — J.K (l) 9.00E-04 1.806-04
CB (l) - d 8.00E-04 1.60€-04
j k ],k 7.00E-04 1.40€-04
’ 6.00E-04 1.20€-04
Identifies the shortest path between 5.00E-04 Lo
4.00E-04 JDOE-0F
two nodes and measures the number 200608 6.00E.05
4 00E-05
of paths that passes through a node 200 os oo
0.00E+00 0-00€+00
" A E =B wC »D




Theme 1.3: Agent based modelling &
° lication to fixed installations
Bayesian networks Appleationiofiedinstafiat

=_ B

Agent based modelling
Elements in Domino Event: oo
1. a primary accidental scenario
2. an escalation vector,
3. atleast, a secondary scenario

Safety barriers:
“physical and/or non-physical
means planned to prevent, control,

o : 2D o LN
or mitigate undesired events or e
: =S, @
accidents” @;Qég@ ©
e =%
] &
B ST




Theme 1.3: Agent based modelling &
° lication to fixed installations
Bayesian networks Appleationiofiedinstafiat
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Theme 1.3: Agent based modelling  ipication o fixed instatations

1. Equipment

Type of Tank ttf correlations % é
1. Equipment modelling

«  Pressurised Atmospheric In(ttf) = —1.13In(Q) — 2.67x1073V +9.9 (1)
Pressurized In(t¢f) = —0.95In( Q) + 8.85V0052 (2)

* Atmospheric

{} 2. Safety barrier

2 Safety barriers mode"ing I\ 3. Validation Of the model through e Availability (PFD): representing the probability of failure on demand (PFD) of

the safety barriers;

* PaS.SIVE SpECIfIC EventTree Anal\/5|5 o Effectiveness (#): representing the probability that the SB, once successfully

* Active activated, will be able to effectively prevent/mitigate the escalation.

* Procedural analytical results VS simulated results

[ OUT, = INX[PFD+(1-n) x(1-PFD)]
a P >
{} T > OUT, = INx({1-PFD)xn

4. DAMS-P

. . . . . Model
Domino effect assessment by agent-based modelling and simulation 4 e
accounting for protection systems NamberOTTanks ]
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Theme 1 ° 3 . Agent b as ed mo de l ling Application to fixed installations

e A —base-line case. All tanks are unprotected
e B-atmospheric tanks equipped with FWS
e C —atmospheric tanks equipped with FWS; pressurized tanks equipped with WDS and PFP

e e e e e D —atmospheric tanks equipped with FWS; pressurized tanks equipped with WDS and PFP,
and EEI is considered

000
mA
= 0.5 BB
mC
; D
0

a) TKO1 TKO2 TKO3 TKO4 TKO5 TKO6 TKO7 TKO08 TKO09 TK10 TK11l TK12 TK13 TK14 TK15 TK16 TK17 TK18 TK19 TK20 TK21 TK22

Probability of being damaged




Theme 1: risk assessment of industrial scenarios
-> DOMINO EFFECT events simulation

Domino triggered by fire

Domino triggered by explosion
and fragments (link with
security??)

6.5x10" H
8.7x107

1.1 x 10¢ —E[
1.3 x 108 —

1.5x 108 —
1.7 x 108 *I
2.0x10% —

LUMPED APPROACH DISTRIBUTED PARAMETERS APPROACH




Theme 2: Analysis of accidents triggered by
natural events (NaTech)

Mutltidisciplinary problem

erheghe [ [ TR
, Y Hydrogeological |
studies — flood
features
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Theme 2A: accidents triggered
by flooding in industrial plants

| Accident scenarios
1

simulation

Emergency measures

e
) L
2ieh p iRy
s

Creation of an artificial hill
at the Sendai refinery for
safeguarding emergency
response equipment

Retrofitting of an LPG sphere in
Sendai by reinforcing the tank braces

Theme 2B: accidents triggered by
flooding in large battery units >
electrolysis and gas development




Theme 2: Analysis of accidents triggered by
natural events (NaTech)

Lightning
(USA,2010)

[ Technological accidents triggered by natural events — NaTech]
W
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Theme 2: Analysis of accidents triggered by

natural events (NaT

Due to climate changes, in recent years an
increment in natural disasters can be
observed and there is an higher awareness

in competent authorities for this emerging
issue. (Krausmann E. Analysis of Natech risk
reduction in EU Member States using a
guestionnaire survey. 2010)

explosion, 51, toxic cloud
0,
7% dispersion, 3,
'/ 1%
\fire, 251,

34%

release, 416,

58%

uthorities have adequate knowledge on the
dynamics of Natech accidents (3f)

Risk managers/safety professional in industry are aware of
MNatech risk (8b)

There is enough emphasis on Natech risk reduction in
regulations on chemical-accident prevention (8e)

Competent authorities have adequate training on Natech risk
reduction (3g)

Natechs are discussed among those in charge of chemical-
accident prevention (8c)

Curent industry risk assessment methods adequately take
into account Natech events (i)

Current building codes provide protection against Natech
ewents (8])

Current practices for chemical-accident prevention provide
adequate protection against Natech accidents (8h)

Natechs are discussed among those in charge of natural-
disaster management (8d)

I was aware of the concept of Natech risk (3a)

I - .
=]
L |

I - e

m Agree
0O Meutral
m Disagree

Replies received

Natural events are very dangerous for chemical plants in particular because of the dangerous
materials involved. A loss of containment can lead to very harsh consequences (fires, explosions,

toxic dispersions, contamination), involving large areas and having huge effects on the surrounding
population.




Theme 2: Analysis of accident

natural events (NaTech)
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Theme 3: Security assessment

1A.

Identification of critical 1B.  Identification of security Consequences,
assets threats impact

| R=L,xL,xC

Preliminary
Analysis

.m 2. Definition of security scenarios

% Asset/threat agent/ attack mode combinations el e fhe s i

i l performed to a given asset, function
% 3. Calculation of likelihood of attack Q ?f' st e At ae

= capabilities

S l * target attractiveness

§ 4- Identification of security PLs

..? relevant for the security scenario of concern conditional probability of successful
Q i . .

£ l execution of the attack given the

S - attack attempt

= . Calculation of likelihood of success Q - protection systems




Theme 3: Security assessment
(terrorist attacks)

. PATH 2
Evaluation of the
vulnerability of a T\ S
Chemical faCility 1% lethality contour | 1% lethality contour
- @ 2 7 secondary events primary explosion

Target E.I.1.

Attack carried out
by a terrorist acting
alone.

Attack mode: use of
IED

Two alternative
terrorist’s paths are
analysed.




Theme 4: Low phi-factor adiabatic calorimeter
(PHI-TECH2)

OPERATING RANGE
Temperature: 25 — 400 °C Lauroyl Peroxide (LPO) Decomposition

Pressure: 0 —-137 bar

150 -

Exotherm detection sensitivity: i — Model 1

0.02 °C/min 4 Experiment
130 - o

Tracking capability: Model 2

120 -

up to 200 °C/min

110 -
Pressure compensation system:

up to 100 bar/min

100 -

90 -

Temperature (°C)

80 -

70 -

OPERATING MODES:
= Heat — Wait — Search
» Closed can test

= Open cell test

0 120 240 360 480 600 720 840 960 1080
Time (min)




Theme 5: Consequence and risk assessment —
dynamic process simulators

 Set up of dynamic process simulator to analyze the consequence of

following the leak of flammable materials (Ref. Prof.
Pannocchia)

*  Specific template developed in UniSim®): calculation
spreadsheets embedded in the process simulator

ALY | 3
A7 e 2 | L_Z
X = OIL OUT 0
@ Release point o LV-2  sbva 25
Q
3

»< Valve - normally closed I PA-1

E
< 0 .
><| Valve - normally opened < {SiG—WAT OUT £
SDV2 s
oo
E
(=]

3 kW/m?2
5 kW/m?2
7 kW/m2
12.5 kW/m? 5

< 10

12.5 kw/m?




Partners and internships:

University of Leiden (the Nethelands)

University of Bologna, (Italy)

University of Bologna, (Italy)

3
TU Delft TU Delft (the Netherlands)

%
TU Delf'[ TU Delft (the Netherlands)

874
N

S A E I ueens  Queen'sUniversi

LB . . L y (Canada)
Disaster Prevention Research Institute, Kyoto University Q-'

- Joint Usage/Collaborative Research Center for Multidisciplinary Disaster Prevention Study -

Universitat Politecnica de Catalunya
. (Spain)
Crisisplan (the Netherlands)
f/j Ecole de Mines Ales (France)
: . 2z

Cascading events triggered by external acts of MINES Safety and risk assessment of
o es

interference or natural events (NaTech) chemical plants
DERAD Fuajc... fdecnm SseN\aTarF i

v11n -»"-EFV"|Zr‘.:"ﬁ?‘;éggﬁ\EﬂmE c costruzioni e servizi ambientali InduStrlal partners
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